API Security Checklist
1.  What authentication mechanisms does the API support (OAuth 2.0, OIDC, API keys, JWT, MTLS)?
2.  How are API keys or tokens generated, stored, rotated, and revoked?
3.  Does the API support granular, role-based access control (RBAC)?
4.  Are there rate limits or throttling in place to mitigate brute-force attacks?
5.  Is all traffic encrypted using TLS 1.2+?
6.  What types of data does the API process, store, or transmit?
7.  Is data encrypted at rest (AES256 or equivalent)?
8.  Where is the data stored geographically (data residency)?(на це можна не відповідати)
9.  What logging mechanisms are enabled (access logs, audit logs, error logs)?
10.  Are logs protected from tampering?
11.  What monitoring or anomaly detection systems are in place?
12.  Is SAST/DAST performed during development?
13.  How frequently is the API penetration-tested?
14.  Are rate limiting, throttling, and quotas implemented?
15.  Are there Web Application Firewalls (WAF) or API gateways in use?
16.  Does the API rely on third-party services?




